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OFICINA DEL COMISIONADO 

JAVIER JUÁREZ MOJICA 

IFT /100/PLENO/OC-JJM/007 /2018 

Ciudad de México, a 9 de marzo del 2018. 

JUAN JOSÉ CRISPÍN BORBOLLA 

SECRETARIO TÉCNICO DEL PLENO 

PRESENTE 

En cumplimiento a lo dispuesto en el artículo 23, fracción 11, de la Ley Federal de 

Telecomunicaciones y Radiodifusión, y en el artículo 15, fracción 1, del Estatuto Orgánico del Instituto 

Federal de Telecomunicaciones, me permito enviar para conocimiento del Pleno de este Instituto el 

informe· sobre mi participación en el taller "Seguridad digital y resiliencia en infraestructura crítica y 

servicios esenciales", realizado por la Organización para la Cooperación y el Desarrollo Económicos 

(OCDE), así como sobre diversas reuniones bilaterales que tuvieron lugar del 13 al 16 de febrero del año 

en curso en París, Francia. 

Se anexa el informe de actividades correspondiente al evento mencionado. 

Sin otro particular, reciba un saludo. 

ATENTAMENTE, 

JAVIER JUÁREZ MOJICA 

COMISIONADO 
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INSTITUTO FEDERAL DE TELECOMUNICACIONES 
OFICINA DEL COMISIONADO 

JAVIER JUÁREZ MOJICA 

Ciudad de México, a 8 de marzo del 2018. 

PLENO DEL INSTITUTO FEDERAL DE TELECOMUNICACIONES 

PRESENTE 

Informe que presenta el Comisionado Javier Juárez Mojica respecto a su participación en representación del Instituto Federal de 
Telecomunicaciones en el taller "Seguridad digital y resiliencia en infraestructura crítica y servicios esenciales"y en otras reuniones 
realizadas en París, Francia, durante los días 13 al 16 de febrero del 2018. 

Bajo el auspicio de la Organización para la Cooperación y el Desarrollo Económicos (OCDE) se llevó a 

cabo el taller "Seguridad digital y resiliencia en infraestructura crítica y servicios esenciales" con la 

finalidad de debatir e intercambiar opiniones sobre el impacto de la transformación digital en las políticas 

públicas de seguridad digital, finanzas, energía, transportes y manejo de riesgos con el objetivo de 

identificar elementos comunes que puedan integrarse a las políticas de alto nivel contempladas en la 

iniciativa Going Digital: Making the Transformation Workfor Growth and Well-Being, proyecto concebido 

para que los países de la OCDE aprovechen al máximo los beneficios de la digitalización. 

Dentro de los temas abordados en el taller destacan: 

• Los cambios en la protección de infraestructura crítica y la administración de riesgos de seguridad 

como resultado de la transformación digital. 

• Mejores prácticas internacionales para promover la adecuada administración de riesgos digitales 

en las organizaciones. 

• ¿Cómo promover la confianza entre gobiernos e instituciones para intercambiar información 

sobre amenazas, vulnerabilidades e incidentes? 

Adicionalmente, la agenda de trabajo incluyó reuniones bilaterales con funcionarios de la OCDE 

pertenecientes a la División de Política Regulatoria y del Di rectorado de Ciencia, Tecnología e Innovación, 

con quienes se abordaron los resultados de la colaboración entre el Instituto y ese organismo 

internacional, además de futuros proyectos entre ellos que permitan profundizar la participación del IFT 

en la Red de Reguladores Económicos, órgano subsidiario del Comité de Política Regulatoria. 

Asimismo, se llevó a cabo una reunión con la Embajadora Mónica Aspe, representante permanente de 

México ante la OCDE, con quien se abordaron posibles temas de cooperación que involucran al Instituto. 
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Porotro lado, se llevó a cabo una reunión con el Comisionado Pierre-Jean Benghozi, miembro del Comité 

Directivo de la Autoridad Reguladora de las Comunicaciones Electrónicas y de Correos (ARCEP) de 

Francia, instancia encargada de la asignación de frecuencias, licencias móviles, evaluación de tarifas, el 

control de calidad de los servicios y la publicación de indicadores sobre las redes y servicios de 

comunicaciones. Durante la reunión, el Comisionado Benghozi compartió la visión de ARCEP sobre 

diversos temas de regulación y administración del espectro tales como la "regulación basada en datos" 

(régulation par la data), la visión del Estado plataforma, neutralidad de la red, entre otros asuntos de 

interés para el IFT. 

Tanto la participación en el taller como las reuniones bilaterales con otras autoridades permitieron 

fomentar el intercambio de experiencias y puntos de vista con reguladores y actores relevantes en el 

ámbito internacional, lo que contribuye a la adquisición de información relevante para el desarrollo de las 

actividades del IFT. 

La intervención activa en los proyectos de organismos multilaterales como la OCDE y la interacción con 

homólogos y otras autoridades permiten tomar parte en el desarrollo de referentes internacionales en 

temas que corresponden a las facultades del Instituto. 

Este informe se acompaña con el programa de actividades de la comisión internacional, así como con el 

programa del taller de la OCDE. 

Atentamente 

JAVIER JUÁREZ MOJICA 

COMISIONADO 
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ANEXO 
PROGRAMA DE ACTIVIDADES 

13 AL 16 DE FEBRERO DE 2018 

JUEVES 15 DE FEBRERO 2018 

1. Taller "Seguridad digital y resiliencia en infraestructura crítica y servicios esenciales". 

2. Reunión con Nick Malyshev, titular de la División de Política Regulatoria de la Organización para la 

Cooperación y el Desarrollo Económicos. 

VIERNES 16 DE FEBRERO 2018 

1. Taller "Seguridad digital y resiliencia en infraestructura crítica y servicios esenciales", en el marco del 
proyecto Going Digital, de la Organización para la Cooperación y el Desarrollo Económicos. 

2. Reunión con Karine Perset, del Directorado para la Ciencia, Tecnología e Innovación, y Anne Carblanc, 
responsable de los temas de información comunicaciones y política del consumidor, de la Organización para 

la Cooperación y el Desarrollo Económicos. 

3. Reunión con Sam Paltridge, analista senior, y Verena Weber, analista de política económica, del 
Directorado para la Ciencia, Tecnología e Innovación de la Organización para la Cooperación y el Desarrollo 

Económicos. 

4. Reunión con el Comisionado Pierre-lean Benghozi, integrante del Consejo Directivo de la Autoridad 
Reguladora de las Comunicaciones Electrónicas y de Correos (ARCEP) de Francia. 

5. Reunión con la Embajadora Mónica Aspe, representante permanente de México ante la Organización para 

la Cooperación y el Desarrollo Económicos. 



OECD Goíng Digital Pro1ect: 
Makíng the Transtormation Work far Grovvth and We/1-Being 

Workshop on 
Digital Security and Resilience 

Critica; lnfrastructure and 
Essential Services 
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'15-16 February 2018 

OECD Con'fen:-nce Centre, '.Z n.1z:: i\ndré PascaL París, france 

í,,eq1s:··a11or• ·-it Goingdíqítal(a)oecd.org 

OECD Going Digital Collaborative Project co-organised by: 

OECD Directorates for Sdence Technology and lnnovation (STI), Public Governance (GOV}, Financia! and Enterprise 
Affairs (DAF) - lnternational Energy Agency (IEA} - lnternational Transport Forum (ITF) - OECD Centre far Entrepreneurship, 

SMEs, Local Development and Tourism 

The wmkslmp will dfactrns the effects of growing digital transformation on the resilience of critica! 
infrasfttlGtutéS ami ess;mtial servic,;s which rely increasingly cm cross-border digital infrastructure. 
lt will emplote crnss•secttir dependendes and avenues for coordination among stakeholders within 
co1Jntri11s as well as across bótders. 

1t wíll also diswss lww an inte1grat,;d whole•C!f•gcJVernment approach to digital transformation of 
,he ecdne!my a:nd sodety can best help address the protection of critica! infrastructure and 
essential se:t11Íces agalnst digital security risk. 

To thls @nd, the wmkshop will bring together experts from severa! palícy cammunities focusing on 
digiWl sgrurlty, energy, fimmce, trnnsports, national risk management and SME in a collabarative 
dfacussíon, cutting 11cross silos of expertise, with a view to ídentifying cammon hígh-level polícy 
1íJ€'§§ag!!g fot the OECD Going Digital oroiect, 

www.oecd.. orgLgoit1g::d.igiral = gg.ir.lgQ_i.gi_t_al@oecd.qrg - "11 @OECOirtnov-ation - #Goingr.Hgita:l - http://oe.cd/stinews 

http://oe.cd/stinews
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The ongoíng digital transformatíon of the economy and society holds many promís@s tG spur 
innovation, generate efficiencies, and improve services, and in doing so boost morn inclusiv!2 
and sustainable growth as well as enhance well-being. 

Híghly automated processes enabled by bíg data and artifidal intetlig1mrie, dístributeyd in riw 
cloud, and combined with technologies bridging the digital and phy¡¡ical woddíl {!ntem11t of 
Thíngs) are enabling digital transformation of crítica! infrastnwture ;md essimtial servkfls. 
Smart gríds, Fintech, and automated vehicles for example ar@ unleashing new opportµnitit1s for 
innovation and growth, envíronmental protection and other important global chatlengtls, while 
transforming business processes and markets. Digital terhmilogies ¡¡J¡¡o improve how 
govemments manage critica! rísks and críses and how they butld resílíenctl in soói,ty. 

But these benefits go hand-in-hand with disruptions. Our interactions with one anoth@r and 
with society more broadly are being transformed, as are the nat¡;re and stml'Oture of 
organisations and markets, raising important issues such as around job;; and skitls imd how to 
ensure that technological changes benefit society as a whole, among othern. 

A key challenge for policymakers is to identify the policy mix that will l'lnabll' th@ir @i:onomi.l'ls 
to maximíse the benefits of an increasingly digitalísed global ei:onomy and adequately !l-ddress 
the related challenges. Only a coherent and comprehensive policy approach will havl'l th@ scope 
to hamess the benefíts of the digital transformation for stronger and more indusive growth. 

To chart the road ahead, the OECD has launched a'multidi;;dplínary proí@ct on Going Digital: 
Making the Transformation Work far Growth_and Well-Being. lt aims to help policymakers 
in all relevant policy areas better understand the digital revolutíon taki:ng place across ail 
economic sectors and in the socíety as a whole. 

This project brings a whole-of-OECD pernpective through the involw,mi,nt of l4 OECP 
committees and 9 directorates. lt will artkulate recommi,ndations for pro-active pi;,lides that 
will help to dríve greater growth and societal well-being and address the challl'lng@s of slow 
productivity growth, high unemployment and growing inequality in many i:!luntri@s. It wi11 afoo 
develop an integrated whole,of-govemment po!ícy framework to guidi, gov@mments in 
adopting the range of policies needed to ensure a holistk and cohi,rent policy appro¡¡.ch in thi, 
digital age. 

One important issue inherent to digital transformatíon is th@ need for resíliem:e and b@tter 
security to mitigate possible dismption of economic and social activitil'ls by digitl!J Sl!l'OUrity 
incídents. Traditionally understood as breaches of availabílity, integrity and confídllnti11Uty of 
ICTs and data, digital secµríty incídents ari, increasingly fr@qui,nt and sophfatkated.. They ¡,¡¡n 
take advantage of the global nature of the Internet to rapidly propagate ai,ross jurisdictional, 
organísational and sectoral boundaries, as demonstrated by the ri,cent Wannacry, nol:l'etyi., and 
Dyn attacks. Digital security íncídents can generate financia!, repl!tatíonal as weH as physis'al 
damage as demonstrated by intermptions of electrícity gríds in 2015 and 20115. 

Hígher dependency on digital technologies increases thi, potential for secuúty vulnerabílil:i@s 
along value chains and the exposure to security threats whích can create disru¡itions in th@ 
actívities of businesses, índudíng SMEs, governmiant1, ;md individual§. Sm:h securíly incídl'lnt!l 
could evolve ínto large scale crisis affecting infrastmctures crítkal w th@ functioning i;,f thi, 
economy and society such as essential energy, transports, fínanci,, o.r govemm;,nt l>l!NÍCtlS, In 
addition to such catastrophic scenaríos, digitill security indd@nt!, affücting ¡orftkal 
infrastructures and essential services can also have subtle but long-term n@g!l-tive !lffe1:ts by 
limiting innovation, slowing down adoption of new technologies, undermining trust in the 
digital environment as well as hampering the digital transformation and its ri,Jated btlntlfitil. 
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obj!!ctivgs c1f the wc1rlrnhc1p 

'fhg workshop wíll dí¡¡,:;-mm the effect!l c1f growíng digital transformation on the resilience of 
niticí!l infrnííttuttures ami essentíí!l services which rely increasingly on cross-border 
dig.ltí!l infnwtmcturns. lt will explore cross-sector dependencies and avenues for co
ordinatlon among stakeholders wíthín countries as well as across borders. 

lt wiil also dfacu¡¡s how an integrated whole-of-government approach to digital 
trntt!lformatiott of the ecottomy and sodety can best help address the protection of critica! 
ittfrníltructurn¡¡ and eimential service¡¡ í!gainst digital security rísk. 

To thf¡¡ end, the workthop will bring together experts from severa! policy communities 
focu!fing on dig.ltí!l secutíty, energy, fínance, transports, national risk management and 
S'.Mt in a collaborathte dítcussion, cutting across silos of expertise, with a view to 
id!lntí:i'ying commott high"level polk:y messages for the OECD Going Digital proiect. 

lílsues ami challeng,w to be discussed ínclude in particular: 

* To whí!t !lXtent i11 digital transformation changing the protection of critica! 
ínfonnation infrm1tructures and the management of digital security risk? How is the 
tiílk evolving along the value chain, including beyond/across sectors? Are "hybrid 
threats" as Wii!ll as threats against confidentíalíty and prívacy becoming increasingly 

. chafümg..íng itt t!llation to the protection of critica! infrastructures and essential services 
agaim1t digital security risks? What is the role of individuals? 

• To what extent arn cross•border and cross-sector interdependencies addressed? 
How c11n stakeholders take into account gJobally dístributed digital infrastructures (e.g. 
C1oud computing) ali well as potemtial systemic risk from widespread vulnerabilities 
(e,g, Meltdown and S'.pectrn)? 

• Whí!t !!te good policy practic!ls to encourage digital security risk management by ali 
organisatiomi, including S'.MEs? What is the tíght balance between mandatory and 
voluntí!ry pol!cy memmrns to protect critica! infrastructures and essential services? 
What should be th!l respective roles of digital security agencies, public safety 
d€1pí!ttm,mts 11nd sectornl tegulators? Ate S'.MEs a weak link in essential services' value 
chains? 

® How catt governments foster trust with and among prívate operators to enable 
informatlon !lharíng on threats, vulnerabilitíes and íncidents? How can they encourage 
ínformí!tlon sh11rit1g betw!l,m operators competing in the same sector? How can SMEs 
be índud!ld in tru!lt frameworks? 

In !lach session, pan!lllfats and workshop participants wíll address the above issues and 
challen¡¡es and share re1ated good practice wíth respect to a different policy area, with the 
exl'.!lptlon of the S'.ME policy pernpective which will be addressed in each session. Sessions' 
modgrators wm th!ln gath!lr in a final session to identify and discuss the key policy 
message¡; to b!l d!lHvered from the workshop to the broader Going Digital Project. 

füfp!lcted pí!ftícipat!t!f indude reprn¡¡entatíves from: 
LiOV!ltmnem bodies in charge of digital security, energy, finance and transports policy 
and t!lgulation, at well as ministries and agencies in charge of critica! risk and crisis 
mattagement policy; 

0 l¼uiiiness and industry, induding S'.MEs, in particular operators of critica! infrastructures 
attd gssenti!t! s!lrvices, a:s well as digital security firms; 

Civil !lodety, academia and th11 technical community. 



The workshop language will be English. Wíth the exceptíon of panellisti' present1,tion¡¡, 
the proceedings will not attribute discussions to named índividuals or organíM1tions. 

These opening remarks will introduce the broader OECD Going Digital project 
and explain how the workshop will cpntríbute to its Pbjectives. 

Keynote speakern (tbd) 

As a custodian pf financia! assets with a significant dependem:e on digital 
technPlogies, the financia! sectpr has been a major target of cybercrimes and 
has been working to address digital security risks for many yearn. The sector 
is also intemationalised with significant cross"border infrastrncture to 
manage cross"border payment, inter"bank transfor and foreign exchange 
settlement systems. 

As a result, financia! regulators have placed increasing attentiin:i on digital 
security risks at the instítutions they oversee, ami implemented a number of 
intemational coordination initiatives to share experience and ensure the 
integrity of the common systems on which they depend. 

At the same time, policymakers and regula.ton; have an intereit in ensuring 
an effícíent and innovative finandal systern that meew the neeo.s of it!l u!lers, 
creating an effort to balance the neeo. for high security standaro.¡¡ to rnaintain 
the integrity of the financial systems while ensuring suffident openni,ss to 
new innovation. 

This session will explore these issues wíth a foi:us on the payrnent rnpture 
and settlement systems, which has seen sígnifkant innovation as the result 
of new technologies for making and capturing payrnents. lt will examine how 
new entrants (e.g. fostered by EU's Revised Payrnent Servke Directive (PSD2)) 
and traditíonal ínfrastructure providers mana.ge the potentially cornpeting 
objectives of openness to innovation and the need to rnaintain integrity. 

Format [proposed] presentations and panel discussion followed by open 
discussion with workshop partídpants 

Moderator: [tbc: policy maker or industry association] 
Panellists: 

• [tbc: regulator; FS"ISAC; other] 

• [tbc: Swift representative] 

, [tbc: Mastercard representative] 

, [tbc : FinTech payments company representative] 



Mi:tfrmiíning a imible supply of energy is increasingly critica] to ali aspects of 
humi:in Hfe; i:ittacks to energy 1nfrastmcture can therefore be particularly 
dísmptive. 

Toe energy sector has been an early adopter of digital technologies, which 
bring many üpportunities but also many technical, security or regulatory 
t:hi:t11é'nges. l'ower utílities already in 1970s used emerging technologies to 
fílcilít!!t@ grid management and operation. But the growth of the loT 
<::ümbined with the divernification and decentralisation of energy 
tElchrwlogies will link millions of new sm!!ll -scale prosumers and billions of 
de'Vices intü the electricity system. Digital technologies used in centralised 
,mergy S'ystems are also changing, with a move from proprietary or vendor
spE!cific solutions to newer open-protocol industry standards, more 
automation and a shift to doud computíng. These newer systems might have 
a hig1ter general leve! of securíty, but lose the protection provided by secrecy 
af proprietary produc:t design ("security through obscurity") and by the need 
for potenfü!l auackers to acquire knowledge híghly specialised energy system 
. The attack surface is thus c:hanging and vastly expanding. 

Whfü! dfamptíons to energy systems caused by digital security incidents and 
attacks have so far been relatively limited when compared to more 
"trnditional" causes such as extreme weather, notable examples do exist and 
energy sy1,tems c!!n afao increasingly be affected by generic attacks such as 
Notl'etyi:i. Credfüle low-probability, high"risk scenarios af attacks shutting 
down the entire electrkíty grid üf a majar ec:onomic region for a períod of 
d¡¡ys or ev,m weeks tan be envísaged. 

Building system"wíde resílience depends on all actors and stakeholders being 
awarn üf the risks, maintaining proper cyber hygiene and incorporating 
security objec:tives into research and design. Ful! prevention of digital 
!lecurity attacks: is impossible, systems must therefore be designed in a way 
to with!mmd shocks and be able to qukkly recover, while preservíng the 
rnntinuity üf ctitical infrastructure aperations. 

Fotmat; Three prnsentations and panel discussion followed by open 
díscussion with workshüp participants 

Mod/ilt11tar: Rug11ell Conklin, Senior Polky Analyst, Offíce of lnternational 
Affaírn, US Dt!partment of Energy [ínvited] 

Ptmlill1iiit11: 
• l'rnfossor Tim Watson, Director, WMG Cyber Security Centre, 

Uníversíty afWarwick. [canfírmed] 

• §tefano Braceo, Knowledge Manager, EU Agency far the Cooperation 
üf Enétgy Regulators (ACER). [ínvited] 

• Energy Web Foundation, Rocky Mountain Institute. [invited] 
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The transport sector is ;m essential enabler for publk senrices, freight 
transport and logistics, and provision of necessary mobility demand, 
including employment, educatíon, trade, etc. lts underlying phyllical (and 
increasingly data-related) infrastructure is crítica! for a wide rang¡, of senricei, 
from emergency services and law enforcement to wast¡, dfaposal. Any major 
dísruptions to transport infrastmcture will thus have far readting effei:;ts. 

The wider transport sector is in the early stages of undergoing what many 
e:x:perts predict to be a revolution in terms of how mobility is provided. Key 
trends include ride-sharing platforms and vehide automation; much of this 
being enabled through the emergence of big data analytk1, and progre1,s in. 
the field of data scien.ce. Here data can be seen both a,; a potentíal as well as a 
challenge. 

The key trend of vehicle automation, partícularly when combined with e· 
hailing, but possibly also with urban freight delívery, is likely to be among the 
first use cases to be implemented. In this context the enabling tedmology of 
car-to-car/-infrastructure communication needs strong data sei::urity 
safeguards to prevent digital security attacks on critícal tran1,port 
infrastructure and to ensure acceptable resílíence leve)s in response to 
incidents. 

Format Presentations and panel discussion followed by open diicus1,ion with 
workshop participants 

Moderator: Yves-Alexandre de Montjoye, lmperíal College, Data Science 
lnstitute, UK [tbc] 

Panellists: 
• Gereon Meyer, Head of Strategic Projects, VDJNDE lnnovation + 

Technik GmbH, Germany [tbc] 

• Philip King, Product Own.er of cloud based servkes for Autimomous 
Driving cars, Volvo Cars 

• Sebastian Rohr, CEO, accessec GmbH, Germany 

• Demosthen.es Jkonomou, Head of lnformation Se!".urity & Data 
Protection Unit, European Union Agency for Network ;md 
Information Security ENISA [tbc] 

http:Demosthen.es
http:scien.ce


Go'V@rnmgnts: ptovide the apparatus far developing and administering Jaws 
:md rngulations to preserve publíc welfare and smoothly operating markets, 
:ind thé)' al!lo provide numerous public services, such as public safety, health, 
edtrcation at1d defence. As such, many of their facilities and agencies are 
critkal infrm,tmctme and providers of essentíal services. In recent years, 
gavérnmimts h1tve fac:ed a growing deluge of threats, both targeted and 
t1tltatgE!ted1 th1tt are increasíngly sophistícated, stealthy and dangerous. 

Among the dífferent forms of attacks on governments are those by cyber
ctimin1tls who hold government data far ransom; by State-sponsored actors 
who 1tim to steal $tate secrets (including diplomatic channels and even the 
pétsotml Ítlfotmation of cívíl servants); and by política! activists to disrupt and 
deface go'V€!rnmimt websites as a means to protest against policies they 
disagree with. 

i'at governments, digital rfak goes beyond vulnerabílities to digital security 
att-aeks. Ptrblk tmst in governrnents per se is vulnerable to "hybrid" threats 
sueh as the trl!le of online channels to spread disinformation campaigns that 
aim to itifluence púlltical elections or erode social cohesion. 

Mimy government!l are still not able to rnitigate advanced digital security 
attacks ar agíl@ enough to de'Velop tímely counter narratives to hybrid threats. 
Thít se¡¡¡¡fon wm discuss the pülicies, procedures and structures to counter 
dlgJt1tl threats, in their severa! forms that target government. 

1'ütm11t Thrne presenrntiúns and panel discussion followed by open discussior 
wíth workshop partídpants 

Maderatar: [tbd] 
Panelli.iits: 

• Speakér frorn government of the United Sta tes 

• Speaker ftom government of Finland 

• Spe1tker ftorn government of Republic of Korea (tbc) 

Wlth dlgJtal ttansformation, governments are struggling to create the 
condítions far a higher leve! of digital security in all essential services and 
critkal infrastructttte&. Whíle many digital security risk and risk management 
prnctkés are similar across sectors, sorne aspects are sector-specific, far 
example to rnke into account sophisticated technical equipment, particular 
market characterístics (e.g. value chain structure) and regulatory 
requirement!l (e,g. mínimum service requirernents), etc. Governments need to 
adopt whole•üf"go11ernment frarneworks to enable cross-cutting measures 
s:trch as: training and information sharíng, as well as to increase sector
spis"cífic digital se<:trtity risk managernent expertise and practices. 

Govermnent¡¡' natíonal digital security strategies and policies far Critica] 
!nformation lnfras:tmcttrre Protection (CIIP) generally provide such whole-of-



government frameworks. This 1,ession witl bring together policy e¾pert:1, ín 
charge of these frameworks. lt will discuss chaJJenge1, they fac@ to develop 
and implement them such as how to incentivise operatori of i:,¡¡1,entigl 
services, which degree of regnlatory requirernent is appn,priate, how to 
enconrage information sharing within and acros¡; sectors, how to addres.s 
cross-border and cross-sector interdependendei,, etc, 

Format after a brief introduction by each panellist, the moderator will 
invite discussions among thern and with the work¡¡hop partkipanm. 

Moderator: Peter Burnett, Meridian co-ordínator (confírmed) 
Panellists: 

• Jean-Baptiste Demaíson, Agence Nationale de la Sécurité des 
Systemes d'Information (ANSSI), France (invited) 

• Bob Gordon, Canadían Cyber Threat El!'change (CCTX) (i:onfirmed) 

• Gus Hosein, Privacy Internationa) (invited) 

• Government or business speaker (tbd) 

• Business representative (tbd) 

Moderators from each session will discuss the key fíndingi from their 
session and possible high-level policy messages from the workshop, 

Format after a brief summary of key discussions in each !lection by the 
rapporteur (10 min), moderators of Se¡¡sion 1 to S will be invited to 
discuss together and with the workshop partidpanm, índudíng 
representatives of stakeholder groups, 

Moderator: (tbd) 
Panellists: 

• moderators of Session 1 to s. 

Tlús documen.t, as well as any data and an.y ffi.li.P included herein, .are wiJ:hout prejudiee to !"he s.tatµs ,of .or s.ov.erseignty ,01.er 1my te,r;rito~, to füe .delirpi_J:;m_on ,of 
jntemational fmntiern and bo)Jmi;uies and to the name of any tenitory-, city or area. 




